ITPABHJTA
3a 0€30I1aCHOCT HA JeLaTa U yYeHULUTe B
KOMIIIOTBPHATA MPekKa B 1eTCKATAa rPaJHHA, YYUIHINETO U B HHTEPHET

Te3u npaBuia ca pa3padorenu ot AbpkaBHaTa areHI U 3a 3aKpUJIa HA /1€TETO, B
napTHbopcTtBo ¢ I'1aBHa jupekuusi ,,bopbda ¢ opraHumsupaHara npecTBIIHOCT”,
Hanuonanen umeHThp 3a 0e30maceH MHTepPHeT, MHUHUCTEPCTBO Ha 00pPa30BaAHHMETO M
HaykarTa, PernonajHo ynpasjeHue Ha oopazoBanuero — Codusi-rpaja, pbKOBOAUTEIHN HA
oOpa3oBaTeiHu HHCTUTYUMH OT Cbhlo3a Ha padoToAaTe/MTEe B CHCTEMATA HA HAPOJIHATA
npocsera B buiarapusi, Capy:keHueTo HA IMPEKTOPUTE B CPEAHOTO oOpa3oBaHue Ha P

bnarapus.
Ienurte Ha mpaBuIaTa ca Ja ce:

. rapasTupa NnpaBoOTO HA [eTeTO/y4eHHIUTe Ha JOCThI A0 NOAXOAMIIA
HH(poOpManHs U MaTePUAIN B MPeXKaTa;

o OCHIECCTBH NPEBEHIMA W CHHTEe3Wpa HAa eAHO MsACTO MH(popmamusiTa 3a
OIIACHOCTHTE B HHTEPHET;

. NPEAOCTABAT KOHKPETHH HACOKM 324 3aKpH/a Ha JeTero W 0e30macHoO
MOBeJeHNE B KOMIIIOTbPHATA MPeKa B 1eTCKATA I'PaJiMHA U B y4YWJIMIIEC U B MHTEPHET;

o Nnoa00pH KOOPAMHAIMATA M OTTOBOPHOCTHTE HA YYACTHHLMTE H/WJIH

BCHYKH 3AaUHTEPECOBAHU CTPAHHU.

OTroBopHOCTTA 3a TapaHTHUpaHE MpaBara Ha JelaTa 1 3alliTa Ha TEXHUTE UHTEPECH €
CIOJIETIEHa OTTOBOPHOCT MEXKAY CEMEHCTBOTO, OOIIECTBOTO M JIbp’KaBara, 4pe3 HEWHUTE
OpraHu W MHCTUTYIMU. BbIIpeku TOBa, Ta3u OTTOBOPHOCT € paslpe/esieHa, KaTo TS ce maja
MIPUOPUTETHO HA CEMEUCTBOTO, MO-CICIIUATHO Ha POJUTEIINTES, HACTOMHUITUTE, TIOTICUUTEITUTE
WJTU JPYTHUTE JIUIA, IPYU KOUTO JETETO € HACTaHEHO, TOraBa KoraTo € Ouiia mpeamnpuera Mspka
3a 3aKpuiia M0 OTHOIIEHHE Ha Hero. OTUUTAMKK TpyAOBaTa aHTaXXKUPAHOCT HA POAMTENIUTE, B
HAKOW OT CIIy4auTe W TPYIHOCTUTE, KOUTO M3MUTBAT B OTTIEKIAHETO W BB3MUTAHUETO Ha
JIETETO, B OCHOBOMOJIAramiysi MEXIYHapOIEH aKT 3a mpaBaTa Ha jaerero KoHBeHLMsTa Ha
OOH 3a mpaBara Ha J1eT€TO, KAaKTO M B pPeauIla HOPMATHUBHU aKTOBE OT HAIMOHAIHOTO HH
3aKOHOAATENICTBO, € TIOCOYEHO Kak OOIIeCTBOTO, COLMATHUTE H 00pa3oBaTEIHUTE
WHCTUTYIIUH, U JIbprKaBaTa U3MBIHABAT T€3W CBOM OTTOBOPHOCTH 3a OKa3BaHE Ha aJeKBaTHa
MOAKpeNna Ha CEMEHCTBOTO, 3a 3aKpWjla Ha JETETO M 3a 3allluTa Ha HErOBUTE IpaBa M
WHTEpECH.

CorinacHo Konenumsara na OOH 3a mpaBara Ha JeTeTo, POAUTENUTE HMaT
IIEPBOCTENIEHHA OTTOBOPHOCT 3a OCUTYpsIBaHE BHUCIIUTE WHTEPECH Ha JETeTo Ja Obaar
I'BPBOCTENIEHHO CchoOpakeHue. Poautenute wiv, cropes ciydas, 3aKOHHHTE HACTOWHMIIM,
MONEYUTENIM WIM JPYTH JIUIA, MPU KOUTO JETETO € HACTaHEHO, HOCAT OTTOBOPHOCT 3a
OTIJICK/IAHETO U PA3BUTHUETO HA JIETETO.

JBpxaBara, upe3 HEHHUTE OpraHu, TPSAOBA Ja MpEeANpreMe TOAXOISAIIN CTHIIKH, 3a Aa
MOAKPENHU POAUTENNUTE MPU U3IIBIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOU POIUTENH
HE MOTaT WM C€ 3aTPyAHSIBAT, TO B TE€3W CIIy4yau C€ HAMECBAT OTTOBOPHUTE IbPKABHU
WHCTUTYIIMH, 32 Ja OCUTYpST CIa3BaHETO Ha MpaBaTa Ha JIETETO U 3aJ0BOJIIBAHETO Ha
HETOBUTE HYXXIHU. 3abJDKCHHE Ha JbpKaBaTa € OCUTYPSBaHE Pa3BUTHETO HAa WHCTUTYIIUH,
3aBelleHUsT W YycIyru. B Ta3u Bpb3ka ponsta Ha 00pa3oBaTeNHUTE WHCTUTYIUU €
M3KJITIOYMTETHO BaXKHA M KJIFOYOBA. Te MOTrar Ja JOoNpHHEcaT 3a 00y4EeHHUETO U MPEBEHIUATA
Ha PUCKOBETE HE CaMO Ha JIellaTa, HO U Ha POJAUTENIUTE, KaTO MO TO3M HAaYUH MOTaT J1a MMar
JIBOMHA TI0JI3a 3a Jienara. B Ta3u mocoka HAcTOAIMTE TpaBuiIa, JaBaT OCHOBHU IMO3HAHUS 32
OMAacCHOCTUTE, KOUTO KpHE BHUPTYAIHOTO IMPOCTPAHCTBO C II€JI OCUTYPSIBAHE 3aKpuiaTra Ha
JIETETO OT BPEIHM 3a HEro nH(opMalys, MaTepruali 1 KOHTaKTH.




OcCHOBHHUTE NMPUHIUNHU 32 padoTa B KOMOIOThPHATa Mpexa B JETCKa TpajnHa U
YUYWIMIIE ¥ B UHTEPHET ca:

1. PaBeH qoCThIl HA BCUYKH JIella U YUYCHUIIH;

2. 3amura Ha JernaTta ¥ YYeHUIIUTE OT BPEIHO WIIM HE3aKOHHO ChIbPKAHUE U
nH(pOpMaIKg KAaTo: CaMOHApaHSBAaHE, ThPIOBHsI ¢ HAPKOTHUIM, Xa3apT, MpOIaraHjupaHe Ha
BpPEJIHU U ONTACHU HABUIIM U ICUCTBUS KaTO aHOPEKCHs, OynuMusi, mopHorpadus, TOJEpUpaHe
Ha pa3nu4yHu (HOpMH HA HACHUIIUE, MPOIMOBSJIBAHE HA TEPOPHU3BM, €THHYECKA U PEITUTHO3HA
HETOJICPaHTHOCT, CAMOYOUHCTBO U Jp.;

3. 3aunTaHe W 3alIUTa HA JIMYHATA HEIPUKOCHOBEHOCT;

4. TloaroroBka v KOHTPOJI Ha JieIlaTa M YIYSHUITUTE 32 0€30M1aCHO U OTTOBOPHO
MOBEJICHHUE OHJIANH,

5. ChTpyIHHUYECTBO B AyX Ha TOJEPAHTHOCT M JOOPOHAMEPEHOCT MEXKIY JeTCKaTa

rpaguHa/yquIdIEeTo U POAUTEIUTE/HACTOMHUIIUTE.

KomnoThpHata Mpexa B JIeTCKa TpaJdHa W YyYWIHIIE CE€ U3M0JI3BA B
MEeIarOrMYSCKUTE CUTYallMd U y4eOHM YacoBe caMo 3a oOpa3zoBarenHu nenu. Llsimata mpexa
oOXBalia KOMITIOTPUTE, CBBp3aHH C KaOeTHW W/HWiu O€3KWYHH BpPB3KH, CHUTYHpPAHU B
KOMITIOTbPHHUTE KaOWHETH, 000pyIBaHH KJIACHH CTaW W aJIMUHUCTPATUBHUTE MMOMEIICHUS Ha
oOpa3oBarenHaTa WHCTUTYIIHS, KAaKTO M YCTPONCTBaTa (MEPCOHATHN CMApTHOHH, JANTONH U
TabJIeTH) ¢ O€3)KUUYEH JOCTBIT JO UHTEPHET.

Jlenata U y4YeHHUMTe UMaT [1PaBo Ha:

1. Pamen mocThIl 10 Mpexara Ha 00Opa3oBaTeiHaTa MHCTUTYLUS, C U3KIIIOUSHHE Ha
KOMIIIOTPUTE B aAMUHUCTPATUBHUTE IIOMEILICHHS.

2. Pabora c ycTpoiicTBata (KOMIIOTPH, JIAIITOIH U TaOJIETH) B MpexKara C
MOJIKpernara Ha Nelarornyecky CHeruaImcT.

3. OOyueHue 3a 6e30MacHO M OTTOBOPHO TIOBEJICHUE B MpeXaTa Ha oOpa3oBareHaTa
MHCTUTYLUS U B HUHTEPHET.

4. Wudopmanus 3a npaBuiaTa 3a pabora B MpexaTa.

5. CurypHa nudpoBa cpejia B IeTcKaTa rpajiiHa U yUYHUIALIETO.

6. Ilom3BaHe Ha MOOWIIHUTE CH YCTPOWCTBA M3BBH YUEOHHUS NPOIIEC (MIOYMBKATa U
MEXJy4Jacusara), a Ipu U3pUYHO yKa3aHHWE Ha Y4WUTeN — U B y4eOHHUs yac/mefarorudeckara
CUTYyalus 3a HeJIUTe Ha y4eOHuUs poLiec.

BAKHO! [lpaBunara 3a 6e3onmacHa paboTa B HHTEPHET, KOUTO JIeIIaTa U YUYCHUIIUTE
ca 3aJbJDKEHU Jia CIa3Bar, Cce MOCTaBAT Ha BUJIHO MSCTO B oOpa3oBaTenHaTa MHCTUTYLHSA,
KaKTO W B KOMITIOTHPHUTE KaOMHETH, TaKa M HA caliTa Ha JeTCKaTa TpaJHHa/yIHiauIero. B
HA4yaloTO Ha YydeOHaTa TOAWHA MO TMOAXOASIl HAYWH BCHUYKH Jlella U TEXHHUTE
POINTEITH/HACTOMHHIIN/TIONIEYUTETN CE 3all03HaBaT C TAX. llemarosure TEPHOAMYHO
HAMOMHSIT 32 TSIX U 32 CUTYPHOCTTa B MHTEPHET B MOJIXOISAIIH GOPMH U IEHHOCTH, B KOUTO C€
BKJIFOYBAT )IeHaTa/yquI/IHI/ITe U pOOUTCIINTE UM.

Yact |. OTroBopHOCTH Ha PHKOBOAUTEINTE HA 00pPa30BATEHUTE HWHCTHTYIMH,
Ha npodecHoHaTUCTHTE, padoTem ¢ Aena U ¢ HHPOPMAIMOHHO-KOMYHHKAIMOHHI
texHosorun (UKT)

JIMpeKTOpPBT Ha JAeTCKaTa rpaJuHa/yYWINIIETO:
1. Opranusupa AeHHOCTTa [0 U3II'BJIHEHUETO Ha TE€3H MPaBUiIa, U OCUTYpsIBA JOCTHII
70 KOMITIOThpPHATa Mpexka, e(EeKTUBEH M IMOCTOSHEH KOHTPOJ, IUIAHMPAHETO HAa MEPKH I10




opraHm3alusTa 3a clia3BaHe Ha MpaBWIIaTa 3a padoTara Ha Jelara U YUYSeHHUIIUTE B MpexKaTa U
3alllUTa OT BPEAHO MJIM HE3aKOHHO ChAbPKAHUE B UHTEPHET.

2. OcurypsiBa mpu TEXHHYECKa Bb3MOXKHOCT IIpOCIiesiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTesiHaTa MHCTUTYIIUSL.

3. Ilpu koHCTaTHpaHe HA CcIy4au Ha KUOEPTOPMO3, HE3aKOHHO ChIIbPKaHUE U
MOBEJICHHE B Mpekara Ha oOpa3oBaTellHATa WHCTUTYLUS W/WIH B HHTEPHET YBEIOMSBA
He3a0aBHO KommeTeHTHuTe opranun — Jupeknus ,,ConuanHo noamomaraHe, 1o
MecTornpeOuBaBaHe Ha JeTeTo U [ maBHa aupeknus ,,bopda ¢ opraHu3upanara NpecTbIHOCT,
crienuanu3upanuar ornaen ,,Kubepnpecrsnnoct Ha MBP. B Te3u cimyyam oka3Ba HY)XHOTO
Ch/ICHCTBHE HA KOMIIETEHTHUTE OpraHd C 1eJ YCTAaHOBABAaHE HA U3BBPIIUTEIUTE H
mpearnpueMa MEepKH 3a MPOTUBOJCHCTBHE U MPEMaxBaHE HAa CHOTBETHOTO ChIbpPXKAHUE OT
MpekaTa Ha o0pa3oBarerHaTa HHCTUTYIUS. Moe /1a modydaBa U KOHCYJITAaHTCKA TTOMOII OT
Hanmonanuus neHThp 3a 0e301aceH HHTEPHET.

4. Opra"u3upa B HAYAJIOTO Ha BCSKA yuyeOHA roJMHA 3aMi03HaBaHE HA Jerara u
YUEHHULIUTE U POJUTEINTE/HACTOMHUIINTE C MpaBuUjIaTa 3a 0e3onacHa paboTta B Mpexara.

5. OcwurypsiBa OTTOBOPHO JIIIE (CIY)KUTEI MM HACT BHHIICH CICI[HAIKCT), KOCTO J1a
U3MBIHABA GYHKIIMUTE HA CHCTEMEH aJIMUHHUCTPATOP.

YunuTeanre, negarorudecKuTe CrenuaaIucTH U PbKOBOIUTEIHUTE 110 HANIPABJIEHHE
HUKT ca qnbxHu na:

1. PazscHsBat npaBuiaTa 3a 0€30MaCHO U OTTOBOPHO MOBeIeHUE Mpu paboTa B
MpCXKaTa Ha 06pa30BaTeJ1HaTa HWHCTUTYUHWS U B UHTCPHCT.

2. OcpbliiecTBsIBaT MOCTOSIHHO HAOMIOIEHNE U KOHTPOJI BbpPXY paboTaTta Ha Jenara u
VYCHUIIUTE B MpexaTa Ha 00pa3oBaTelIHATAa HHCTUTYIHS B Y4€OHO BpeMe.

3. IlpennpuemMar He3a0aBHM MEPKHU 3a MIPEYCTAHOBSIBAHE HA JJOCTHIIA HA JleraTa U
YUCHUIUTE O HE3aKOHHO U BPCAHO CHbAbPXKAHUEC B MpPCKaTa.

4. YBemomsBaT He3a0aBHO JUPEKTOPA Ha JAeTcKaTa rpaguHa/yqiIuIeTo Ipu
HapylIaBaHe Ha MpaBHUiIaTa, Cydad Ha KHOSPTOPMO3 WJIM MPU YCTAaHOBSIBAHE HA HE3aKOHHO H
BPEIHO ChIIbPKaHUE UM TIOBEJICHUE B MpexkaTa.

5. OkasBar nmojAkpena Ha Jiella U YYeHHIIN — 00EKT Ha KuOepTOpMO3, upe3
I'bpPBOHAYANIHA TICUXOJIOTHYECKa MOJKpeNna OT YYHIUIIHHS TCUXOJOT, Ype3 pa3roBOp OT
CTpaHa Ha IeJIaror B JIETCKaTa rpaJiiHa 32 CHUYKABaHE Ha HATIPEKEHUETO Y JETETO.

6. Curnanusupart npu HeooxoaumocT Jupexius ,,ConuanHo moanomMarase™ mo
MECTOKMBEEHE Ha JIETETO/YYCHHWKA C Ie OIICHSBAaHE Ha HYXKJaTa OT HACOYBAaHE KbM
COLIMAJIHY YCIIYTH 3a OKa3BaHe Ha MocleABalia moIKpena.

CHucTeMHHUSAT aIMUHMCTPATOP (CIyXUTel B 00Opa3oBaTesiHaTa MHCTUTYIUS WM HAaeT
BBHIIIEH CIIEUAINCT):

1. OcurypsBa obuiara 6€30MacHOCT U (PYHKIIMOHATHOCT Ha MpeXara.

2. Ilpemrara u mpuiara MEpKH, OTpaHUYaBaIlH JOCTHIIA HA JIeTlaTa U YYSHHUIIUTE JI0
BPEIHO WJIM HE3aKOHHO CBIbPXKAaHUE M IOBEJACHHE B MHTEPHET B CBOTBETCTBHE C
JeficTBaIoTo 3aKkoHoAaTeNncTBO Ha PemmyOnuka buarapus.

3. U3BbpiiBa nepuoauyeH nperie] Ha KOMIIOTbpPHATa Mpeka Ha o0pa3oBaTesiHaTa
WHCTUTYIUSl 3a HAJIWYME HAa BB3MOXKHH 3alUlaXd U PUCKOBE 3a CUTYpHOCTTa Ha Jienara u
YUCHHMIIUTE NPH paboTa B UHTEPHET.

4. Crnenu Tpaduka, OCHIIECTBIBAH Ype3 KOMITIOThPHATA MpeKa Ha 00pa3oBaTeTHATA
MHCTUTYLUS.

5. Ilpeanpuema He3abaBHH MEPKHU 3a MIPEYCTAaHOBSIBAHE HA JOCThIIA HA Je1aTa u
YUEHUIUTE 10 HE3aKOHHO U BPEIHO ChABpKAHUE B MpEKaTa.

6. VYBemomsBa He3a0aBHO AMPEKTOPA HA JIETCKATa TPaJWHA/yUMIIUIIETO MIPH CITydan
Ha KuOepTOpMO3, HapyllaBaHe Ha IpaBWiIaTa MWJIM NpPU YCTAHOBSBaHE HA HE3aKOHHO
ChJIbpKaHUE WK NIOBE/IEHUE B MpeXkKaTa.



7. CobpaelicTBa 3a yCTaHOBSIBaHE Ha U3BBPIIUTENN HA KHOEPTOPMO3 U MpHUiIara MEpKu
3a OTpaHNYaBaHE HA TAKUBA CITydYau.

Yacr I1. [IpaBa u 0TTOBOPHOCTH HA POAUTEIUTE

PO)II/ITe.]IHTe uMart mnpaBo Ja.

1. HonyanaT I/IH(bOpMaI_[I/Iﬂ 3d PUCKOBCTC H 3allJIaXUTC 3a 66301’IaCHOCTTa Ha
TCXHUTEC ACLa HpI/I pa60Ta B I/IHTepHeT B ACTCKaATa r pa;u/IHa/ yT-II/IJII/IIJ_IeTO 1 BKBIIN.

2. bwaaTt cBoeBpeMeHHO HHPOPMHUPAHHU, aKO JETETO UM € 0OCKT Ha KHOEpTOPMO3 B
JeTcKara rpa):[HHa/ YUAIAIICTO.

3. Y4acTBaT CHBMECTHO C PBKOBOACTBOTO Ha 06pa30BaTeJ1HaTa HHCTUTYLUA IIpU
paspelaBane Ha BCEKH KOHKPETEH Mpo0ieM, CBbp3aH ¢ HapyllaBaHe Ha MpaBUiIaTa OT CTpaHa
Ha TEXHUTE Aena.

4. VYyacTBaT ChC CBOM MPEJIOKEHHUS B ONPEACIITHETO HA ITpaBujIaTa 1 MEPKUTE 3a
6630HaCHO H3I10JI3BAHC HA UHTCPHECT B ICTCKATA rpazu/IHa/ YYHUIJINIICTO.

5. Tlonmywar nadopmanus 3a HHOOPMANMOHHO-CUTHAITU3ANUOHHH IIATPOPMHU KATO
www.qdbop.bg; www.cybercrime.bg; WWWw.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

PoauTesmTe HOCAT OTTOBOPHOCT Ja:

1. TlomorHar Ha JETETO CH Jia U3rpad yMEHUs 3a OHJIaiiH 00IIyBaHe 1 0€3011acHO
W3I10JI3BaHe Ha UHTEPHET.

2. OchbluecTBABAT MOCTOSHEH KOHTPOJI 3@ CUTYPHOCTTA HA JIETETO CH B MHTEPHET.

3. TlposiBsBaT HHTEpPEC KbM AKTHBHOCTTA HA JIETETO CH B MPEKATa, BKIIFOYMTEIHO U
CH3[ABAHETO Ha MNPOQUIM B COLUMAIHM MPEKU W PETUCTPALUM B CaWTOBE M MOOWIIHU
NPUIOKEHHS, KAaKTO W Jia passiCHAT IOCIEICTBHATA OT  Ch3JaBaHETO  W/WJIH
Pa3MpOCTPaAaHEHUETO Ha OMPEICIICHO ChAbPIKAHHUE.

4. Tlpu ycraHOBsIBaHE, Ue JECTETO MM € KEPTBA Ha KHOEPTOPMO3, J1a CHTHAJIM3HPAT Ha
otaen ,,Kubeprnpectbnnoct” kbM ['aBHa aupeknus ,,bopba ¢ opranuzupaHara IpecThbITHOCT
(http://www.cybercrime.bg/bqg), Wi Ientnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), kakro u Morat na motrbpcar chaeiictsue ot Jupekius ,,CoruamTHo
MOJIIoMarane’* o MeCTOKMBEEHE Ha JIETETO C IeJl OKa3BaHEe Ha MCHXOJIOrHYecKa IOJKperna
Ha feTeTo. B To3m ciyuail TpsAOBa Ja yBEZOMAT? M JMPEKTOpa Ha 06pa3oBaTeNHATA
HHCTUTYIIHSA.

5. ChbxpaHsBar 37paBeTo Ha IETETO, KATO MPOCIEIABAT BPEMETO 3a U3IOJI3BaHE Ha
HUHTEPHET.

6. VYBemomsT aupekTopa Ha 0O0pa3oBaTeIHATa HHCTUTYIIMS, KOTaTO UM CTaHe
M3BECTHO, Y€ JICTETO WM € OOEKT Ha TOPMO3 OT JIPYro JeTe, C KOETO € B €IHO U ChII0
YUHITHIIE.

Yact Ill. O6mm npaBmja 3a (e3omacHo oOlIyBaHe B HHTEPHET 3a jelaTa H
ydyeHuure (aIanTHPaHM 32 TAX)

Karo nmere w ydyeHMK CBbM [UITBKEH Ja CIla3BaM CIEIHUTE TpaBwiIa. AKO ce

1 Or crpana Ha o6pasoBaTeNHaTa MHCTUTYLMS ClIe/Ba 1a OBbIAT IPeANpPHETH HEOOXOAUMUTE NEHCTBHUS POJUTENUTE
Ja OBJaT 3aMmo3HaTH C TEXHUTE NpaBa U OTTOBOPHOCTH M C MpaBHiaTa 3a Oc3omacHa paboTa B MHTEPHET, KOUTO
Jerara 1 y4eHHUIINTE ca 3abJKEHH J]a CIa3BaT

2 YBeioMsBaHETO MOKE /1a ObJIE B YCTHA WM NHCMEHA (OpMa, KaTo 3a MPEANOYUTAHE € TMCMEHATa TakaBa.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

3aTpyAHSBaM B TSXHOTO pa30ompaHe, Mora Jia ToTyda MOKPera OT POAUTEI WK OT YIUTEN, 3a
1a M# ObJaT O0SICHEHU:

1. [la He naBam nuuHa HHMOPMAIHS: HME, a[Ipec, Mapoja OT eJIeKTPOHHA IOIIa,
npodus B colualiHa Mpeka, JHUYCH TeJIePOHEH HOMEp, JETCKaTa TpaauHa/ydiIUIIETO, B
KOETO y4a.

2. Jla me maBaM mHpoOpMaIus 3a MecTopaboTaTa Ui JIMYCH U CirykeOeH TenedoHeH
HOMEp Ha POJIUTEIUTE, HACTOMHUIIUTE, OJM3KUTE, MPUATEIUTE, ChYYCHUIIUTE U MIO3HATHTE CU
0e3 TAXHO pa3peleHHe.

3. [la He w3mparaM ¥ J1a He Ka4yBaM OHJIAIH CBOM CHUMKH M BHJIea, O€3 MpeIu ToBa
1a € 00CHIACHO U B3E€TO PEIICHHUE C POAUTEIUTE MH.

4. Jla He W3MpalliaM M J1a He Ka4yBaM OHJIAIH CHUMKH ¥ BHJIea Ha TPUSTEIH,
ChYYCHHIIH, POJTHUHY, YIUTEIH, OJIM3KH, TIO3HATH U JIp., 0€3 MpeIn ToBa J1a € 00CHICHO C TAX,
a B CIIy4aWmTe, KOraTo ce Kacae 3a MOW NPUATENH, ChYYCHHUIH, J1a € ChITIAaCyBaHO OT TSIXHA
CTpaHa M C POJUTEIIUTE UM.

5. Jla He oTroBapsM | Jja HE OTBapsIM NMpUKadeHH (haiIoBe HA eJIEKTPOHHA IO,
MOJIydeHa OT HEIMO3HAT TojaTell. TS MoXe Ja ChAbpkKa BUPYC WM JApyra 3JIOBpPEIHA
nporpama, KOosTo Jia yBpelIu KOMIIOThbpa/TenedoHa/Tabiaera Wik a TO HAlpaBu YSI3BUM 3a
BBHIIICH JIOCTHII.

6. Ille ce nochbBETBaM C POJUTEIIUTE CU/YYUTE, IPEIIU J1a CBAJIS HIIM HHCTAIMPAM
HOBA MMPOTpamMa/TPUIIOKEHUE Ha KOMITIOTHD, TelnedoH, TabaeT, KakKTo U He MPaBs HAIIO, KOETO
MOJKe Jia YBpeIu KOMIIOThpPa WM 4Ype3 JaJCHO JCHCTBUE Ja CE Pa3KpUAT JaHHU 32 MEH U
CEMEWCTBOTO MHU.

7. Hemiara, KouTo MpaBsi B UHTEPHET, HE TPIOBa Jia BPEIAT Ha IPYTH XOpa WK J1a
MPOTHBOPEYAT HA YCTAHOBEHHTE TpaBuiia (4acT OT TAX ca YPEJACHU B 3aKOHH).

8. U3BecTHO MU €, 4e € 3a0paHCHO Jia CE U3IO0JI3Ba YYK/I0 MOTPEOUTEIICKO UME,
mapoJjia v eJIeKTPOHHA TOIIa.

9. Jla He muIa U ja HE KaYBaM HUIIO, KOETO MOXKE Ja € OOMIHO WJIM YHU3HUTEIIHO 32
MEH WJIH 33 JIPYTH Xopa.

10. Hesab6aBHO nH(popMUpaM Bb3pacTeH (POAUTEN, YUUTEN, AUPEKTOP,
MeIarOrMYeCKy ChBETHHK), KOTaTo IMOMaHa Ha MaTepualid, KOUTO ME Kapar Jia Ce 4yBCTBaM
HEyIO0OHO WJIM Ha MaTepHalld C BPEAHO UM HE3aKOHHO ChIbpXKaHHE, KOETO MOXE J1a Oble
nopHorpadusi, MPOIMOBSAABAHE HA HACHINE W TEPOPU3BM, C€THHYCCKA W PEIUTHO3HA
HETOJIEPAHTHOCT, ThPTOBHSI C HAPKOTHUIIU, Xa3apT U JIp.

11. Jla He oTroBapsiM Ha CHOOIIIEHUS, KOUTO ca OOMHU, 3aIIAIIUTEIIHA, HETTPUITHIHH
WIM Me KapaT Ja ce 4dYyBcTBaM HeynoOHo. HWupopmupam poauTenutre CH/KIacHUS
PBHKOBOJIUTEIN, YIUTEI, TUPEKTOP, IEAATOTUICCKU ChBETHUK 3a TAKHBA ChOOIICHUS.

12. Ako HSKOH Me 00MK/1a UIIM TOPMO3H OHJIAlH, He OTroBapsM. JlokinanBam ro Ha
OTTOBOPEH BB3pACTEH (POJIUTEIN, YIUTEI, TUPEKTOP, NIEAArornIeckl ChbBETHUK). Mora u cam
Ja JOKJaJBaM, KaTro TOJaM CHTHaJl Ha caMus CalT WM Ha TIOCOYEHUTE aJIpecH:
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro 6nokupam. oOpe e na HampaBs
BeIHAra eKpaHHa CHUMKa (CKPHHHIIOT) HAa CHOTBETHHS Pa3rOBOP WU ChIbpPXKAHHE KaTo
€IIEKTPOHHO JOKA3aTEJICTBO, KOETO MpeJaBaM Ha OTTOBOPEH BB3pacTeH (POAMTEN, YUHUTEd,
JTMPEKTOP, MEAArOTHUECKH ChBETHHK).

13. BuumaBam, korato pasroBapsiM B 4at. [Tomas mpaBuio Nel: ge xopaTa oHIaiiH He
BHHArM ca TE3H, 3a KOWTO CE MPEJCTaBAT M MOTaT Ja THPCAT ONpejelieHa MHPOopMaIus, ¢
KOSITO J1a 3JIOYMOTPeOsAT ¢ MeH WiH ¢ aApyruTe xopa. [IpaBuno Ne2 e ue He mpaBsi HUIIO Ha
JPyT YOBEK B MpexkaTa, KOETO He UCKaM JI1a MU CE CITyYd U Ha MEH.

14. Ako ce cnyuu Aa nmomnajaHa Ha HHGOpMAIUs WK APYro ChabpKaHue B Mpexara,
KOETO HE MH XapecBa WJIM M€ IUIAlM 10 HSIKAaKbB HAYMH, MOTa Jia TOoJaM CHTHAll Ha
JeHOHOoIIHaTa U Oe3ruiatHa Hanmonannara tenedonna nwaMs 3a gema 116 111, Ha otnen
,Kubepnpecrsnroct na I['JIBOIT (http://www.cybercrime.bg/bg), na LlenTbpa 3a Ge3omnaceH



http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg

HHTEPHET Ha ajgpec: Www.safenet.bg, wiu wa texuus tenedon 124 123, unm npes yar-mMoaysia
Ha Www.safenet.bg .

15. TpsabBa na He mpreMaM CPEIH ¢ JUIA, C KOUTO ChM C€ 3all03Hall/a B HHTEPHET,
OCBEH CJIe]l ChIJacueTo Ha poautenute MU. [loMHs, 4e XopaTa, ¢ KOMTO CE€ 3al03HaBam
OHJIaliH, HE BHUHArW ca Te3H, 3a KOUTO ce mnpeactaBiar. OnUTBaM ce BUHArM Ja MpoBepsiBaM
Jai YOBEKBT OTCpElla HAUCTHUHA € TO3H, 32 KOrOTO C€ MPEJCTaBs upe3 MpOBEpKa 10 UMeE,
MMEiJI, CHUMKa M KOHTPOJIEH BBIIPOC, Ha KOWTO OW TpsAOBajo Ja 3Hae OTroBOpa, ako €
HaucThuHA TO3u. IIpu cbMHEHME MOXKe J]a TIOAaM CUTHAJ WJIH J1a TOThPCS ChBET Mpe3 caiiTa Ha
Llentnpa 3a 6e30macen uHTEpHET WWW.Safenet.bg.

16. M3nmon3Bam HacCTpoiKKTE 3a 6€30MACHOCT U 3alIUTaTa HA IMYHUTE JaHHHU Ha
COLIMAJTHUTE MPEKU, MOOMITHUTE MIPUIIOKEHUS U Opay3bpuTe.

17. U3non3Bam (yHKIMATA 32 6e30macHO chpdupane. Jla He mocemnaBam caiToBe B
HMHTEPHET, KOUTO Ca ChC ChIbPKaHUE, HETIOAXOAAIIO 3a JETCKA Ay TUTOPHSI.

18. M3non3Bam TpyaHH (ABITH, C TIABHU U MaJKU OYKBHU, HIU(PH U CIIELUATHU
3HAIIM) ¥ PA3IUYHU 32 BCEKH CalT MapOJIH.

19. M3non3BaMm aHTUBUPYCHA MPOTpama, KOATO CIIeBa PEAOBHO Jie ¢ OOHOBSBA.
3aeTHO ¢ OTTOBOPHUTE BB3PACTHU (POAMTEN, YUUTEN, TUPEKTOP), MOAIBPKAM MOCIEIHUTE
aKTyaJIM3UpaHU BEPCUU Ha BCUYKH MPOTPAMU U MPUIIOKCHUS.

20. Ako mos3BaM OOIIM KOMITIOTPH, BUHATH MPOBEPSIBAM JIaIH ChM H3JISA3BJ/U3Is1371a
oT mpoduiia cH, cliea KaTo CBBPIIM 4Yaca. B ciryuaii, 4e Hamepsi yCTpOIMCTBO, Ha KOETO IPYT
YUEHUK € padoTWil, HO He € 3aTBOpUJI Mpoduiia cu, BeJHAara Iie u3is3a 06e3 1a mperiexiaam,
MPOMEHSIM WK 100aBsiM HHGOpManus B Ipoduiia My.

21. Tps6Ba na umMam npeaBuA, 4e KoraTo myOJIMKyBaM HEBSIpHA U U30MaueHa
nHpOpMaNKA 3a IPYT YOBEK, JOPH C sICHATa MHUCHJI, Y€ TOBA € IIIera, TOBA MOXeE J1a JOBEAE 110
3nmoynorpeda u A0 HENPUATHU MPEKUBIBAHUS 32 TO3U YOBEK.

CBHbBETU 3A 3IPABETO

3a 1a paboTuTe Ha KOMITIOTHP, 0€3 J1a YyBpEeIUTE CBOETO 3/JpaBe, pe/lyBail BpeMETO CH B
OHJIaMH U o¢1aiiH cpea, KaTo Cra3BaiTe CleAHNUTE MpaBuUia;

3A JIA HE YBPEJUTE 3PEHUETO CH:

3a Aa HE YBpEAUTE 3PECHUETO CH:
Pa3CTOAHUCTO MCKIAY OUUTEC U MOHUTOPA TpH6Ba Ja 6’5,[[6 OKOJIO ITOJIOBHH METHP,

PA3CTOAHUCTO MCIKIAY OUYMTEC U KilaBUaTypara aa 6’I)I[€ OKOJIO ITOJIOBHH METHP;
BBpPXY MOHHUTOpA HE TpH6Ba Ja 1noIaza npsAaKa CJIbHYCBA CBCTIIMHA,
HC pa6OTI/I B CTasd, KbACTO UMa CMCCCHA CBCTJIMHA — CIIBHYCBA U U3KYCTBCHA,

BpPC€IHO 3a OYUTE €, aKO 3aa MOHUTOpPA Aa UMa IIPO30pCIL oe3 IOpH U 3aBECH,

AN N N N

3a Ja OTHOYMBAT OYUTC, OT BPEMC Ha BpPCMC OTMECTBaiiTe morjieaa OT MOHHUTOpA H
MOTJIeK Ak mpe3 nNpo3opcua Uinu KbM Hali-TaJIeuHus Kpaﬁ Ha CTasdTa BbpXY OAJICUCH O6CKT;

v/ eIIMH ITBT B TOJMHATA TIPOBEPSBAil 3DEHNUETO CU NP OYEH Jiekap (0PTAIMOIIOT).

IIpu pa6Gora ¢ k1aBuarypara:
v’ He nperbBail KUTKAaTa, KOraTo IHIIIEII;
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v/ CcrbBail IEKO IPLCTUTE HA PHKATa U OTIYCKal MaJena;

v’ 1o6pe e 1a u3MoI3BaIl KJIaBruaTypa ¢ KIaBHIIIN, KOUTO Ca IO JIEK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MHUIIIKaTa TPsIOBa J1a ObJIe ¢ pa3Mepa Ha JJIaHTa;

\/ HC IBMXHW MHUIIIKAaTa CaMO C ITajcia U MaJIKus HpBCT;

v [OJI3Bal MOAXOIAIIA HOLI0KKA 32 MULIIKATA.

Meoeaure

v CTONBT TpssOBa Ja ObJe Ha KOJENIA, C peryjupyeMa BHCOYMHA Ha ceJajlkata |

o0JjerankaTa, KOATO TpsiOBa J1a OCUTYpH OIlopa Ha rpbOHAaYHMS CTHJIO B 001acTTa Ha KPHCTa;

v OropoTo TpsOBa J1a ObJIe CTAOMITHO ¥ YCTOWYMBO HA BUOPAIIHH.

CXEMA 3A YBEJJOMSIBAHE B CJIYUAI HA KHBEPTOPMO3

CucremeH aIMUHUCTPATOP
(crmy»uTEN WK BHHIICH
CIIELIHAIHCT)

Vuuten, Bp3OUTATE]L,
PBKOBOAUTEN
Hanpasienue UKT,
JIUPEKTOP, MeAaroru4ecKu

Jupekrop

CrienuajaucT

-

\_

Otnen KubepnpecTbnHoct

HanunoHanHa Tea. TUHUS 3a

TJIBOII

www.cybercrime.bg «
tell. Ha LlenTsp 3a
0e301aceH UHTEPHET
124 123
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nena 116 111 J

Ponuren,
HACTOMHUK,
MOIEYUTEN, APYT
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Jupeknus
,,COIHAITHO
noamnomMarane’
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KPATBK PEYHUK U JOIIBJIHUTEJIHU CHbBETHU:

KAYBAHE U CIHHOAEJAHE HA CHUMKMU — CHUMKH WM BUIEO HA JETE, YUCHHUK,
POIUTEN, YUYUTEN, TUPEKTOP, MCUXOJOT, PECYPCeH y4YUTeN, ONU3KH, NMPUATETH, MO3HATH WIIH
HETIO3HATH JIMIA ca MyOJWYHO TOCTHITHU M300paKeHUsI B MHTEPHET, KOUTO MOTaT Jia ca KaueHH
OT POJAMTENIUTE WM JIPYTU YWICHOBE Ha CEMEUCTBOTO, MPUATENH, ChYYCHULIM U JIp. Te3Hu, KOUTO
ca T CIOACIIWIN/KAYMJId B UHTEPHET, MOXKE Jla UMaT M3ISUIO J0OpPH HAMEPEeHUsI KbM HETO/Hes.
Koraro ce kacae 3a CHUMKH, Ha KOUTO HE CT€ aBTOp, CHIIUTE HE MOTAT Ja ObJAT MOJ3BAaHHU U
MONyJIIpU3UpaHu 0€3 ChITIaCMeTO Ha TeXHHUs aBTOp. Ho TakoBa ChAbpKaHHWE MOXKE Ja
HaKbpHSBA JIMYHOCTTA U JIOCTOMHCTBOTO Ha JUIETO. [IpenophUnTeNIHO € 0 HUKAaKbB MOBOJ Aa
HE C€ KayBaT CHUMKHM Ha J€Te, 3a KOMTO MMa W HaW-MaJKOTO ChbMHEHHE, Y€ MOraTr Ja My
HaBpenaT u 0e3 HeroBo chriacue. CHoONENSIHETO HA CHUMKH € YeCTO CPEIIaHO SIBJICHUE B
COIIMATHUTE MPEXH, 3aTOBa OCHOBHA IMPENOPbBKa € MOJOOHM CHUMKH Ja CE€ CIOJEIAT Camo ¢
Xopara OT CIUCHKA C MPUATETU HAa YOBEKa, KOWTO MCKA Jla Kaud CHUMKAaTa, U OIIe Mo-1o0pe —
caMmo ¢ rpynaTta Ha Hai-ONM3KU MPHUSATENU OT peajHHs KUBOT. BaxHO e, KOraro ce CHUMa ChC
cMapT(doH, J1a ce YBEpHUTE, Y¢ CHUMKHUTE HE CE KauBaT aBTOMATHYHO B MPOQUIIA HA POAUTEIS WIH
JETETO B caiiToBe karo MHcTarpam Hanpumep. B npoduinre cu B conuamHuTe Mpexu TpsiOBa aa
CT€ CUTYpHHU, Y€ CT€ HACTPOWIM JOCThIIa JI0 CHUMKHUTE CHU Taka, 4e€ Ja C€ BIDKIAT camMO OT
npustenute Bu. ChIoTo ce oTHAacs M 3a HACTPOWKHUTE HA OOJNAYHM YCIYTHM, B KOHTO C€
CBhABPXKAT CHUMKH U UHPOPMAIIUS.

DAJIINIMBU HOBUHMU - Cr3narenute Ha (HaaiMBya HOBUHU U3MOJ3BAT TPAAUIIMOHHU
MEIWIHM TIOXBaTW 3a MPUBIMYAHE BHUMAHUETO HA YHUTATENs, HAIPUMEpP MPOBOKHUpPAIIU
3arjaBus, HO YCISIBAT J1a ro 3a0dyasT U Jla TO HakapaT Ja MOBsIpBa, 4ye MH(oOpManuara, KosTo
yeTe, € ICTHHCKA.

Kak na pasnoznaem ¢ajmmBuTe HOBHHH:

e [lpaBere paznuka Mex1y XyMOPHUCTHUHU U CEPUO3HU HOBUHAPCKHU CAaUTOBE. 3anuTaiTe ce —
[O3HaBaTe JIM MeAUsATa U umare Ju u aosepue? IIpoBepere nanu 3ariiaBUETO, KOETO YECTO €
I'PBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP/KAHUETO HA HOBUHATA;

e [IpoBepere nanu )KypHAIUCTHT € MOCOYMII KOHKPETHO U3TOYHMKA Ha MH(OpMAIHs WIH
uHpopmanuara ce Oazupa Ha JApyra cratus. IlpoBepere namu OCHOBHHUST H3TOYHUK Ha
nHpopmalug € JocToBepeH. BuHarm mornexnaiite HayaloTO WM Kpasi Ha CTaTUATa, KBAETO
OOMKHOBEHO € TMOCOYEeH HM3TOYHHMKBT Ha MH(popMalus. AKO ce Kacae 3a MHpopMmalus, KOsTo
MPOU3/IM3a OT JIbpXKAaBHA WHCTUTYLMA, IpoBepeTe opuIMaaHaTa i CTpaHMLa Aaidu (QuUrypupa
Ta3y HOBHMHA WJIM MOTHPCETE €KCIEepPT MO TeMara OT JaJieHaTa MHCTUTYLHA. AKO HE € IMOCOYEH
U3TOYHHK, € PEIHO Jla CE ChbMHABATE B JIOCTOBEPHOCTTAa HAa HOBHMHATa. B moBeueTo n0CTOBEpHU
MaTepuaIl ce NMocouyBa HauyMHA Ha chbOMpaHe HAa MH(pOpMalUATa M aBTOpa Ha MyOJIMKalUsTA.
[IpenopbunTenHO € 1a ce CpaBHU MHPOPMALIUATA, aKO € MYOJUKyBaHa B Pa3TUYHU U3TOYHUIIH;

e AKo nomajgHeTe Ha cTaTHs, MyOJUKyBaHa B HEMO3HAT 3a Bac 6Jor, a HHpOpMalusaTa He €
THUpaXMpaHa HUKbJE Apyraje, TOBa € 3HaK, 4e HOBUHATa Moke Ou e ¢ammuBa. Bunaru tepcere
U JIpyTd pe3ylTatd 1o TemaTa, a ako T€ ca MajKO WM HHKakBHM, I0-100pe He
pasnpocTpaHsBaiiTe HOBUHATA,

e [IpoBepere natara Ha MyOIMKaNMATA, ThI KATO YECTO CTApPU U HEAKTYaJIHH HOBHHU Ce
IycKaT KaTo HOBH.

OHJIAMH (KMBEP)TOPMO3bT mupescTaBissa H3ION3BAHETO HA MHTEPHET 3a
HaHACsHEe HA eMOIIMOHAJHA BpeAa BHPXY APYrH Xopa. TOPMO3bT B MHTEPHET MOXKE Jla UMa
paznuuHu ¢opmu. Toll Moxke na MHHaBa Ipe3 pa3NpOCTpaHsBaHE HA IMOAUTPABATEIHU U
OOMTHH CHHMKH U BHJICOKJIMIIOBE B CAaliTOBE 3a CIIOJENISTHE HAa BUICOCHIbp)KaHHe KaTo Vbox7



n YouTube, ch3naBane Ha dammuBu NpoGUId ¢ OOMAHO CHhAbPKAHUE B COIUATHU MPEKHU
karo Ask.fm, ®eiicOyk u MHcTarpam, KakTo ¥ B CbOOILICHUS M N300pakeHUs B TPUIIOKEHUS
3a KoMyHHKanus karo Ckainm u BaiiObp, wiau B m3mpamaHeTo Ha OOWAHM CHOOIICHUS U
KOMEHTAapH, B CHIIUTE CAUTOBE U TIATPOPMHU.

KPA’KBATA HA MMPO®UJI (xakHaT mpo¢uiI) mpeacTaBisiBa MPUCBOSIBAHETO HA
qy)KJ TOTPEOUTEICKH TpoduiI B colMagHa Mpeka, matdopma 3a oOllyBaHe (HAmpuUumep
@elicOyK), eleKTpoHHa MoIa Wik apyr caiT. KpaxOaTta ctaBa Bb3MOXKHA 4Upe3 BIHM3aHE C
MpaBUJIHATA IMapoja M HEHHAra IMOJMsSHA C HOBA M HEHM3BECTHA 3a YOBEKA, HAa KOTOTO
npuHamexxu npopunrbT. Be3MoxkHo e cien kpaxbara mpoduiabT ga ce u3moi3Ba Oe3
3HAaHUETO M CHIVIACUETO HA IIbPBOHAYAIHUS COOCTBEHHK. AKO Ha JIETE MOJ 33bJDKUTEITHATA
3a MOBEYETO COLMAIIHU MPEXU Bb3pacT OT 13 roauHu (Tas3u BB3pacT € Takapa, 3allOTO I10-
roJisiMara 4acT OT MOIYJIIPHH COIMATHUA MPEXH ca aMEPUKAHCKH U TpaBUJIaTa 3a MOJI3BaHE ca
cboOpa3eHH C aMEpUKAaHCKOTO 3aKOHOJATENICTBO) €€ Ch3JaBa COOCTBEH NpPOQHI BBHB
®deiicOyk, MHOTO € BaKHO IMPU M300pa Ha BB3pacT Aa ce u3depe moxa 18 roguHu, Thi KaTo 3a
HEIbJIHOJIETHUTE OTPEOUTENN UMa BaKHU JIOITBTHUTEIIHU 3AIIUTH.

KPA’KBATA HA JIMYHMU JAHHMH e Bu KOMIIOTBPHO NPECTBIUIEHUE, IIPU KOETO
ce MmpuIoOMBAT YyXIW JIMYHM JAHHU C LeJd (UHAHCOBAa M3MaMa WIM 3J10ynorpeda KaTo
TerJieHe OT 0aHKOBa CMETKa, WM KaHIUAATCTBAHE 3a KPEIUT OT UyK70 ume. Ta3u omnacHocT
10 MPUHLIMII HE 3acsira no-MajKuTe Jiela, KOUTO He IPUTEKaBaT JIUYHH JOKYMEHTH, OaHKOBU
cMeTKu uinu kKaptu. Ho mpu TuitHeixbpuTe Haj 14-roguiiHa Bb3pacT TO3M PUCK CTaBa
aKTyaJIeH.

OUIINHI' ATAKUTE ca nHaii-pa3npoctpanenara ¢opma Ha MHTepHET M3Mama u
IIMPOKO H3MOJ3BaH IMOXBAaT OT KOMIIIOTBPHM MPECTBIHUIM 3a I[I0JIydaBaHE Ha Ba)KHA
unpopmanua. ToBa mpecTbIuieHHe ce Hapuya ,,pumuHr’ (,,phishing” — "3apubssane”,
npousnuza ot fishing — puboJIOB), 3a1I0TO €NEKTPOHHUTE CHOOIIEHUS, KOUTO C€ paslpaliar,
ca KaTo ,,BBAMIM’ C OCHOBHA IIeJl MOJy4yaTelIuTe Ja ce ,,XBaHaT Ha TAX IOpaad CBOsTa
HEONMUTHOCT M HEOCBEAOMEHOCT, Karo UM OTroBopsAT. Ilpu ¢ummHra wnsmamaunuTe
pasmpariar eneKkTpoHHa Iolla, KOSATO NMpeTeHAupa, 4e HABa OT MOYTEHAa KOMIIAHUS U ce
ONMMUTBa Ja YyOenu mojydaTens Ja JajJe BaXKHA JIMYHA WM (QUHAHCOBA HHQpOpMaIus.
EnexkTpoHHOTO CchOOIIEHHE OOMKHOBEHO MOJM Ja C€ M3NpaTST JUYHU JaHHU U JaHHU 3a
0aHKOBa CMETKa B OTIOBOp WJIM Ja c€ BbBenaT Ha yeOcalT, KbM KOHTO MMa Bpb3Ka. Te3u
JIAaHHU ca HalpuMep NOTPEeOUTEICKH UMEHa, MapoJid U HOMEpa Ha KPEIUTHU KapTu.

KAK CE ITABAPYBA BE3OIIACHO B UHTEPHET? Ilpenu na nasapyBare oT
€JIEKTPOHEH MarasuH, € IOJIE3HO Ja OObpHETe BHHMaHUE HaJW4YHA JIM € MHpopManus 3a
uMmero, aapeca M TenedpoHa Ha Thproena. He mpomyckaiiTe na mnpoBepuTre W Jaiu
JIOCTaBYMKBT € MOCOYWJI M3PUYHO MpaBoTO BM Mo 3aKkoH J1a ce oTKa)xeTe OT MOopbuKara B
pamkute Ha 14 nuu. [lomesno 6m Omio Ja mpodereTe BbB (OPYMUTE OT3UBH OT JPYTH
MOTpeOUTENHN, KOUTO BEUE ca Ma3apyBajii OT BBIIPOCHUS €IEKTPOHEH Mara3uH, KbM KONTO cTe
ce HacOumId. ThproBemsT € JUIbKeH Ja Bu uHpopMupa 3a OCHOBHMTE XapaKTEpUCTHKH Ha
BCAKa OT MpeAJlaraHuTe OT HEro CTOKW M yciayru. Toi TpsOBa a mocouM TsAXHATa IieHa ¢
BKJIFOUEHU BCUYKH JAHBIU U TAKCH, KAKTO U CTOMHOCTTA HA MOLEHCKUTE WINA TPAHCIIOPTHUTE
pas3xoju, ako He ce BKIIIOUEHHU B KpaliHaTta meHa. Ha caiita crneaBa ma 0bAe MOCOYEH HAYUHBT
Ha IUTalllaHe, JOCTaBKa M M3MBbJIHEHUE Ha JOoroBopa. Baiie npaBo € 1a BbpHETE, 3aKyleHaTa
OT €JIEKTPOHEH Mara3uH CTOKa, ako ce okaxke JedexTHa. Pexnamanusara cu 3a neekTHa cToka
clieiBa J1a MpeJsiBUTE B HAKOM OT OOEKTUTE HA THProBela, OT KOMTO CTe s 3aKymuiu. AKO
THProBelbT YBaXU pekiamanusta Bu, B pamkuTe Ha Mecel TpsOBa WM J1a PEMOHTHpa
6e3mnaTHo 3a Bac cTokara mnm fa s 3aMeHM ¢ HOBa. B ciryuaii e He ycmee aa cTopu €1HO OT



JIBETE, ClIeJIBa WM Jla HaMaJIM 1IeHaTa, WM Ja BbpHETe CTOKaTa, a Toh JAa Bu Bb3cTaHOBHU
3aruiaTeHara 3a Hesl cCyMa.

SAIUTA HA KOMIIIOTBPHUTE MPEKHU OT OITACHA EJIEKTPOHHA IIOIIIA

1. He Tps6Ba na ce nposiBsBa MHULIMATUBA 3a MOJy4YaBaHE HA UMEIT MUCMa, UHTEPHET
CTPaHMIIM, KOUTO MpeayaraT Oe3IaTHU WU MJIaTeHU YCIYTH U CTOKH, YeCTO IMpeJiaraiy jaa
BU U3NPATAT MpoMoILuu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. meiin ampechT ce crofelns camo mpu Hyxaa. Koraro ce mpemaBa mo eIvuH WIA
Jpyr MOBOJI, C€ BHMMAaBa 3a CIIEHUTE JIBE€ HEIA: IbPBO AAJIM OPraHU3aLUsATa WU YOBEKBT,
KOUTO T'O MOJy4YaBar, 11€ BU M3MNPATH HEXKEJIAH HMEII; BTOPO, MOXKE JIM JIa CE pa3uuTa, ue
HUMEIIT agpechT HaMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce otBapsaT umeiure B HexxkenaHa noina. Hukora He ce oTBapsiiiTe npukayeHu
(haiisioBe B ChOOIICHHS OT HEMO3HAT M3Mpaiiad. AKO He ce Mo3HaBa UMETO B moJieto ,,O0T1”, He
OTBapsIiTE PUKAYCHUS (aii.

4. Axo ce Moiy4d HEOYaKBAHO CHOOIICHHE ChC CTPAHEH MpUKaueH (pailm OT mo3HaAT
u3mpaimay, TO OM MOIJIO Ja ChIbpKa BHUPYC. MHOro 3JIOBpEIHH TIPOrpaMH  Ce
pa3npoCTpaHsIBaT A0 BCUUKM KOHTAaKTH, KOUTO HAMEPST B MOLIATa HA 3apa3eHUsl KOMITIOTHP.
TakuBa chOOIIEHHS] YECTO UMAT CTPaHHA TeMa WJIM MME Ha mpukaudeHus ¢ain. Yecto ToBa €
IIETOBUTO CHOOIICHHE, HAChpyaBalllo MONydyaTess Ja BUAU KapTHMHKA WK Ja MpoueTe
MpUKaueH TeKCcToBU (ailyi. BuHarm u3uckBaiTe NMOTBBPXKIECHUE OT HW3Mpaliava, Mpeau na
OTBOPHUTE CHOOIICHHE UM NMPUKadeH (ailsl OT TaKbB BUJI.

5. TlpoBepsiBa ce MBIHOTO MME Ha mpukadeHus ¢ain. CKpUTUTE pa3MIMPEHUs] OT
uMeTo Ha ¢aima Morar Aa 3a0iayasaT Ja OTBOPUTE 3apa3eH MpukadeH (aiinm oT umeilna.
Bunaru ce mpoBepsiBa Janu MM NMPUIIOKEHUETO MOKa3Ba MBJIHOTO MME Ha MPUKAYCHUS
(aiin, BKIIOYUTEHO pa3lInpeHneTo. Bupycu u uepBen Morar Jia ce chIbpKaT BbB (aiiliose,
KOUTO M3TJIeKIAT KaTo KapTHHKHU, HApUMep ¢ pasmmpenue .jpg. Ho e Bpb3MOkHO ja umar
CKPUTO pa3lIMpeHue, KaTo .exe Wi .vbs KbM HMeTo Ha (aiina, KOeTo o3HayaBa, dYe
MpUKaueHUIT aiia He € KapTHHKA, a Iporpama, KOSITO 1€ CE€ CTapTHpa, IIOM CE OTBOpHU
npuKayeHus ait.

6. BaumaBa ce ¢ QammuBUTe TpEayNpeKACHUS 3a BUpycH. DammuBuTe
MIpeIyNpexACHUS 32 BUPYCH ca u3BecTHU Kato "hoaxes". ToBa e ¢anmmBo cro0IIeHEe, KOETO
MOABEXKAa MOTPEOUTENIUTE J]a BAPBAT, Y€ Ca MOJYYIIH BUPYC U TH HachpyaBa Jia MpenparsT
MpeAYNpPEXRICHUETO Ha BCEKH, KOTOTO MTO3HABAT.

7. He otBapsiiiTe uMein, ChIbpKall HEXeNaHa pekjgama. Toi Moxke na Obiae
W3MOJI3BaH 3a MpeHacsiHe Ha BUpYCH u yepBed. OT choOpakeHUs 3a CUTYPHOCT Ou TpsOBaio
Jla U3TPUBATE BCHUYKH PEKJIAMHHU CHOOIIEHUS OT HEMO3HAT M3Mpaliay BeaHara, 0e3 na Tu
OTBapsITe.

8. He ce u3moi3Ba camo eaHa TOIMIEHCKAa KyTHs 3a BcHuko. CHenuanucTUTe IO
KHOEPCUTYPHOCT MPETMOPHUBAT Ja C€ OTKPUBAT HAKOJKO Pa3IMYHU MOIIX U Ja Ce Pa3AelsT Mo
npeaHa3HauYeHNe.

9. U3bsareaiiTe CchIo Taka Ja Mpempamniare MucMa MEXy HIKOJIKO Ballld MOIIEHCKU
KYTHH.

10. He e mnpemopbuuTeNHO Ja c€ Tpenpamar nucMa 10 HSIKOJIKO 4YOBEKa
eaHoBpeMeHHO. OCcoOEHO TakWBa, OT TUIMA - "MpenmpareTe ro 10 7 YOBEKa W 1€ BU CE CIYYH
HeIio Xy0aBo" win "moMoruere Ha OOJIHOTO MU JeTe, KaTo MpenpaTuTe TOBa MUCMO Ha MHOTO
Xopa, €I KOM CH Ille MU JaJe 3a BCEKH 3 umeinna 5 meHrta, HanpuMmep. Te3u mucma ce
pasmpocTpaHsBaT C el ChOUpaHe Ha JEeHCTBUTENIHM HMMEWN aJpecd, Thil KaTo TNpu
npemnpaiiane, KbM IMUCMOTO C€ J00aBAT aBTOMAaTUYHO U aIPECUTE Ha MPETHUTE TMOTydaTesu.
Crnen HSKOJNKO MpenpaiiaHusi, B €IHO TaKOBa MUCMO CE€ ChOMpAT HAKOJIKO CTOTHIM pEallHd
HMMEWIT aZjpeca, KOUTO CJIE]T TOBa Ce MpojaBaT Ha (PUPMU 3a CIIaM.



11. Axo Bce mak MCKaTe Ja MpenpaTuTe HIKaKbB TEKCT WM HHGOpPMAIIs, KOSTO CTe
ITOJIYYHIIM, KOIIUPAUTE TEKCTa U O U3IpaTETe KaTo HOBO nucMo. He npenpamaiite npeaHoro,
BBIIPEKH Y€ € MPUMaMIIMBO MO-JiecHO. Taka 11e mpeanasure NpusaTeaIuTe cu oT ObJIeH] CIIaM.

12. Axo nopaau HsKakBa NpUYUHA IBbPKUTE Ja MPENpPaTUTE OPUTMHAIHOTO IHUCMO,
cnoxere aapeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT IMOITy4aTEeIIUTE
HsMa Ja BUOM aJpecuTe Ha JApyrute noaydartenu. [IpuumHara ga ro usnos3BaTe HE € Ja
CKpHETE MOIy4YaTeIUTE €IUH OT APYT, a J1a TU NMPEANasuTe, B Caydal 4e aJpecHaTa KHUra win
€JIEKTPOHHATA TIOIIAa HAa HSAKOW OT TAX CTaHE JOCTBIIHA HA CIaM-00T (Hampumep MOpaau
BHUpYyCHA UH(EKIHS Ha KOMIIOTHPA MY).

13. Ileyan6a ot notapusi: He cre crnedyenmid. CriaMbpuTe W3IOI3BAT HAN-PA3TUYHU
MpUMaMJIMBU 3arjaBusl Ha IMHUCMAarTa, 3a Ja Hakapar MoJjiydareias Ja TM OTBOpU. MHoOro
noTpeOUTEeNM HAWCTUHA OTBApsAT MOAOOHM mucMma. Jlopu cien OoTBapsiHETO BeAHAra Ja ro
U3TPHUETE, CAMOTO OTBApSHE Ha MUCMOTO OU MOTIJIO JIa MOTBBP/H, Y€ aJ[peChT € peajeH U BUE
CT€E I'0 MOJIY4HJIIH.

14. OtnucBane oT OJIETUH, 3a KOWTO HE NMOMHHUTE Ja cTe ce 3amucBaiu. Yecto
CpellaH METOJ, M3IO0JI3BaH OT CIaMbpPUTE 33 HAMUpaHE HAa AKTUBHUTE MOLICHCKU aJpEecH.
W3npamia ce OroJeTHH ¢ JUHK 3a OTHHCBaHE (yX) OT MmoiydaBaHeTo My. OTHuCBallKu ce,
BCBIIHOCT MOTPEOUTENAT MOTBBPK/aBa, Y€ M3IO0JI3Ba IOILIEHCKAaTa KyTUs, C KOETO BeAHara
BIIU3a B cmam jucture. Bmecto na ce ornucmate, OIOKUpaiTe MOTY4aBaHETO Ha MHCMa OT
TO3H aJipec.

15. He otBapsiiTe mucma, KouTo ca (uIIMHr ataku. Hai-goOpusaT HauumH na ce
3alIUTUTE OT (PUINMHT aTaKW € KaTo HUKOra He OTBapsATe (UIIMHT MHCMa, HO YECTO € TPYIHO
Jla ce pa3no3Hae Koe mucMo e GUIIMHT aTaka. Mo)keTe Ja M pa3lno3HaeTe Mo:

e O6pswmienueto e "Dear Customer" win "Dear User", a He Bamero ume.

¢ B nucMoTo niuiie, ye akayHTHT Bu 1ie Ob/e npekpaTeH B ciayyail, ue He OTBBPIAUTE
JTaHHUTE cu He3abaBHO. /Hackopo cmambpuTe u3nonsBaxa nojaoden moxsar koraro Ckaii ce
cpuna 3a 1 geH. Pasnpoctpanuxa chOOIIEHUS, Y€ CKAMM 111€ YMCTH HEAKTUBHU aKayHTH U CE€
HCKallle J1a ce pa3lpaTh ChOOLICHHE Ha TIOHe 15 moTpeduTers, 3a 1a ce T0Kaxe aKTUBHOCT./

e IMeillTbT UBa OT aKAyHT, IPUJIMYAIL, HO HE €THAKBB C TO3HM, KOMTO U3MOI3Ba
M3BeCTHA pUpMa, OpraHu3anus U ap. AKo HE CTe CUTYPHH Jalld MMUCMOTO € (GUIIMHT WU HE,
Hai-noOpe € Ja He OTBapsTe JMHKOBE, KOUTO ca MyOJIMKyBaHU B HEro, a Jia HamlWIleTe Ha
pbKa azipeca Ha caiiTa, KOUTO BU € HEOOXOUM.

e AKO CTe MOJIY4YHJIM TaKOoBa MHCMO, 32 MPEANOYUTaHE € 1a OJIoKHupaTe agpeca, OT KOHTO
e u3npareno. Koraro ro 6mokupare, Bue naBate yka3zaHus Ha MOIIEHCKUAT KJIUEHT, Y€ TOBA €
cram M He TpsibBa Aa ce npuema. [loBeueTo nmoTpedutenu odaye MpoOCTO U3TPUBAT crama U
TOM NpPOJBJIKABA J1a UABA B KYTHUSATA.

Hacrosimure mpaBujia ca paspabdoreHH c¢ orjej ¢opMHUpaHe Ha NOJIMTHKH B
AeTCKHTe TPaIuHM M YYWIUINATA, KOWUTO Ja OPraHu3MpaT H3MN0J3BaHETO Ha
o0pa3oBaTe/IHHSl NMOTEHIHAJ KAKTO HA KOMIIOTHLPHATA MpeXa Ha o0pa3oBaTesiHaTa
HHCTHUTYIHS, TAKA U HA IJI00AJTHATA MpeXa, B ChYeTaHMe ChC CHCTeMa OT MepPKH 3a
CHUTYPHOCT M 0€30I1aCHOCT Ha Jenara u ydyeHunure. [Ipuiiaranero uM Ha NpPaKTHKA LeJIH
NOBMIIABAHETO HA MH(OPMHUPAHOCTTA M JUTMTAJIHATA TPAMOTHOCT HA OOILIHOCTTA OT
Jlena, POAUTEH, YIUTEIH, TUPEKTOPH U CIIyRUuTe .

3 [TpaBunaTa ca chbraacyBaHH 1M pa3pabOTEHM U C y4acTHETO Ha eKCIepPTH OT oTaen ,,KubeprnpecTbIHOCT KbM
I'maBHa qupexius ,,bopba ¢ opranusupanara npecTbnHOCT” 1 ¢ L{eHThpa 3a 6e30maceH HHTEPHET.




